
Complete Cyber Security Solution

Activity and Parental Control

Privacy Protection

• Provides one-tap turn off control to all devices.
• Notifies you and blocks malicious and adult content.
• Blocks specific activities on any device (for example, block

gaming for one hour).
• Integrated safe search to filter out offensive content from

search results.

• Protects your privacy on the road, in coffee shops, or any public 
Wifi with our built-in VPN server & VPN Client. You’ll access the 
web just as if you are at home.

• Our built-in Adblock feature lets you enjoy an ad-free 
environment on every single device you use.

Firewalla Gold is a next generation smart firewall for homes and businesses. It is an intelligent shield 
that connects to your router and secures all of your digital things. It can protect your family from cyber 
threats, block ads, control kids' internet usage, and even protects you when you are out on public Wifi.

Key Features and Benefits

• Firewalla Gold is a multi-gigabit Firewall, Router, IPS, IDS, with
added behaviour analytics a network management station, all
combined into one!

• Continuously scans for security vulnerabilities and risks.
• Firewalla’s  Intelligent  analytics  for  abnormal  behavior  warning.

Additional Features

• Advanced GEO-IP Filtering

• Network Segmentation & Lockdown

• 3 Gigabits deep packet inspection

• Device management

• Easily view, allow, block, and archive alarms

• Bandwidth  Usage  (Hourly,  Daily,  Monthly)

• DDNS  allows  you  to  safely  expose  internet  services

• Content  Filtering  and  activity  detection

• Multiple apps manage one Firewalla

• Internal and External vulnerability scans

Simple to Use
Cyber security shouldn’t be complex and 
intimidating. We believe with the right 
software, cyber security can be made as 
simple as tapping on a few buttons.

Easy to Install
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Technical Specifications

4 x Gigabit Ethernet

Package Includes

• 1 Firewalla Device
• 1 Power Adaptor
• Australian Power cord
• One Year Manufacturer Warranty

2/4

Firewalla Gold _ Data Sheet

Gold Blue

CPU 64bit Intel Quad Core CPU 2.2ghz 64bit Quad Core ARM 1.0 GHz

>3000 MbitPacket Processing Speed >500 Mbit

Memory 4096 MB 1024 MB

VPN Encryption Speed 120 Mbits 70 Mbits

Storage (SD Card) 32 GB 16 GB

Unit Weight 0.565kg 0.045kg

Operating Temperature -20℃ to 70℃ -20℃ to 70℃

Dimensions (H x W x D) 13cm x 11cm x 3.4cm 4.5cm x 4.5cm x 3cm

Power Supply 120~240V/ Adaptor 12V 2A USB 5V/2A

Active Protect Entries 40,000 10,000

Ideal for - High Speed Internet
- Smart homes, Small/Medium 
Business, remote working 
offices

- High Speed Internet
- Families, Professionals and
Small Business



Software Features Comparison
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Red Blue Gold 

Core Features 
Active Protect (up-to-date threat detection 
and prevention for the whole network) 

✔ ✔ ✔

Deep Insights ✔ ✔ ✔

Ad Block ✔ ✔ ✔

Family Protect, Safe Search, Family 
Time/Social Hour 

✔ ✔ ✔

Device Management and Device Groups ✔ ✔ ✔

Manage Rules (Allow, Block, Domains, 
Categories) 

✔ ✔ ✔

Alarms ✔ ✔ ✔

Content Filtering (adult, gaming, video, ...) ✔ ✔ ✔

Bandwidth and Monthly Data Plan 
Monitoring 

✔ ✔ ✔

VPN Server ✔ ✔ ✔

VPN Client ✔ ✔ ✔

DNS over HTTPS ✔ ✔ ✔

IPv6 ✔ ✔ ✔

DDNS ✔ ✔ ✔

Simple & DHCP Mode ✔ ✔ ✔
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Advanced Features   

Site to Site VPN Client 
only 

1x 
connection 

10x 
connections 

Geo-IP Filtering / Regional Blocking 3 Countries no limit 

Web Portal Access (Beta) ✔ ✔

Custom or 3rd party software installation ✔ ✔ ✔

Inline Firewall ✔

Router Features 
Router ✔

WAN (PPPoE, Static IP, DHCP, Triple-Play, VLAN) ✔

Network segmentation (preset network types,

inter-network traffic rules) 

✔

VLAN ✔

Inbound and outbound per segment Firewall ✔
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